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§1311.25

for each registered location for which
the coordinator will be responsible or,
if the applicant (or their employer) has
not been issued a DEA registration, a
copy of each application for registra-
tion of the applicant or the applicant’s
employer.

(3) The applicant must have the com-
pleted application notarized and for-
ward the completed application and ac-
companying documentation to the
DEA Certification Authority.

(c) Coordinators will communicate
with the Certification Authority re-
garding digital certificate applications,
renewals and revocations. For appli-
cants applying for a digital certificate
from the DEA Certification Authority,
and for applicants applying for a power
of attorney digital certificate for a
DEA registrant, the registrant’s Coor-
dinator must verify the applicant’s
identity, review the application pack-
age, and submit the completed package
to the Certification Authority.

§1311.25 Requirements for obtaining a
CSOS digital certificate.

(a) To obtain a certificate to use for
signing electronic orders for controlled
substances, a registrant or person with
power of attorney for a registrant must
complete the application that the DEA
Certification Authority provides and
submit the following:

(1) Two copies of identification, one
of which must be a government-issued
photographic identification.

(2) A current listing of DEA registra-
tions for which the individual has au-
thority to sign controlled substances
orders.

(3) A copy of the power of attorney
from the registrant, if applicable.

(4) An acknowledgment that the ap-
plicant has read and understands the
Subscriber Agreement and agrees to
the statement of subscriber obligations
that DEA provides.

(b) The applicant must provide the
completed application to the reg-
istrant’s coordinator for CSOS digital
certificate holders who will review the
application and submit the completed
application and accompanying docu-
mentation to the DEA Certification
Authority.
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(c) When the Certification Authority
approves the application, it will send
the applicant a one-time use reference
number and access code, via separate
channels, and information on how to
use them. Using this information, the
applicant must then electronically sub-
mit a request for certification of the
public digital signature key. After the
request is approved, the Certification
Authority will provide the applicant
with the signed public key certificate.

(d) Once the applicant has generated
the key pair, the Certification Author-
ity must prove that the user has pos-
session of the key. For public keys, the
corresponding private key must be
used to sign the certificate request.
Verification of the signature using the
public key in the request will serve as
proof of possession of the private key.

§1311.30 Requirements for storing and
using a private key for digitally
signing orders.

(a) Only the certificate holder may
access or use his or her digital certifi-
cate and private key.

(b) The certificate holder must pro-
vide FIPS-approved secure storage for
the private key, as discussed by FIPS
140-2, 180-2, 1862, and accompanying
change notices and annexes, as incor-
porated by reference in §1311.08.

(c) A certificate holder must ensure
that no one else uses the private key.
While the private key is activated, the
certificate holder must prevent unau-
thorized use of that private key.

(d) A certificate holder must not
make back-up copies of the private
key.

(e) The certificate holder must report
the loss, theft, or compromise of the
private key or the password, via a rev-
ocation request, to the Certification
Authority within 24 hours of substan-
tiation of the loss, theft, or com-
promise. Upon receipt and verification
of a signed revocation request, the Cer-
tification Authority will revoke the
certificate. The certificate holder must
apply for a new certificate under the
requirements of §1311.25.
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